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ABSTRACT

Background: Utilization of unstructured clinical text in research is limited by the presence of protected health
identifiers (PHI) within the text. To maintain patient privacy, PHI must be de-identified. The use of anonymization

tools such as Microsoft Presidio and Philter has been recognized as a potential solution to the challenges of
manual de-identification. Therefore, the primary objective of this study is to evaluate the accuracy and feasibility

“Corresponding author: of using Microsoft Presidio and Philter in de-identifying unstructured clinical text.

Layan Abdulilah Alrazihi, Methods: A sample of 200 neurosurgical documents, temporally distributed across 10 years, was extracted. The

Faculty of Biology, Medicine data were processed by Microsoft Presidio and Philter. Each document was manually screened for the ground

and Health, University of truth which was used as a reference point to evaluate the accuracy of each tool. Data analysis was conducted using

Manchester, Manchester, Python.

United Kingdom. Results: A median of 8 PHI were manually de-identified per document. Both tools were individually capable of

layan_alr@hotmail.com de-identifying a median of 6 PHI per document. Each tool de-identified PHI with an accuracy of 96%. Presidio
demonstrated precision of 0.51 and a recall of 0.74, while Philter had precision and recall of 0.35 and 0.79,

. respectively.
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Published: 01 August 2025 Formatting variations between texts limited the performance of both tools. To conclude, further research is
required to optimize the tools” output and assess the reliability in de-identifying diverse and previously unseen

DOI clinical text, thus allowing the use of unstructured clinical text in medical research.
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INTRODUCTION

The increasing use of electronic health records is an international means to improve healthcare
quality and efficiency.”! This transition has made a vast amount of data readily accessible for
research purposes."™ Much of this data is embedded in unstructured clinical text. Free text is
variable as it is a natural way to document clinical events. Thus, much of the unstructured text
contains protected health identifiers (PHIs). Unstructured clinical text is a valuable resource,
particularly for research, service evaluation, and administrative processes that aim to improve
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patient care. However, confidential patient information
restricts the secondary use of electronic health records for
research as it does not align with data protection laws in
the United Kingdom. Specifically, The Data Protection Act
(2018), which sets strict guidelines on data collection and
handling to protect patient privacy. A key component of The
Data Protection Act (2018) is data minimization, which states
that retrieving information from electronic health records
should be relevant and limited to only what is necessary for a
research purpose.!

To enable the safe use of unstructured clinical text for
research, patient privacy must be protected through de-
identification of PHLM®" Manual de-identification is
inefficient and impractical for large datasets. As a result,
automated anonymization tools have been developed to
address such issues, allowing for faster processing while
maintaining patient privacy.!?!

Presidio, developed by Microsoft, is a customizable, automated
de-identification tool designed to detect and redact PHI
from unstructured text. Researchers have adapted Presidio
for clinical unstructured text anonymization, with studies
reporting a wide range of F1 scores (0.38-0.85), depending on
dataset characteristics and customization levels.!

Philter, developed by the University of California, San
Francisco (UCSF), is another privacy-focused, open-source
de-identification tool. It has been evaluated using two
datasets from UCSE, achieving a recall of approximately 99%
on both datasets, indicating high sensitivity in detecting
PHI. However, its precision is widely reported to be low,
raising concerns about over-redaction and loss of meaningful
clinical data.®1213]

Despite advancements in de-identification tools, research
on anonymization in neurosurgical clinical documents
remains limited, particularly in the United Kingdom. In
addition, no comparative analysis of Presidio and Philter
has been conducted to date. This study aims to: (1) Evaluate
the accuracy, precision, and recall of automated (Presidio)
and semi-automated (Philter) anonymization tools on UK-
based neurosurgical unstructured clinical text; (2) assess
the feasibility of using these tools for de-identifying PHI in
unstructured clinical text; and (3) compare the performance
of Presidio and Philter in de-identifying unstructured clinical
text.

MATERIALS AND METHODS
Study design

This is a pilot single-center comparative retrospective analysis
to evaluate the accuracy of anonymization tools.

This project was approved by the Research and Innovation
department at our National Health Service (NHS) trust.
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All documents were blinded and processed in a secure,
black-box environment; therefore, patient consent was not
required. Columns including names, date of birth, and NHS
or hospital number were removed during the extraction
process, and only unstructured clinical text was retrieved.

Document types and source

Two hundred documents temporally distributed across
a time period of 10 years from 2012 to 2022 were selected.
Documents included unstructured clinical text from patients
undergoing lumbar spinal surgery at a tertiary neurosurgical
unit in the United Kingdom. Document types included
admission notes, postoperative notes, clinical notes, and
discharge summaries.

Selection of anonymization tools

Two anonymization tools were selected: Microsoft Presidio
and Philter by the UCSE!!"! Presidio is an automated
anonymization tool that uses a series of text and data
processing methods to identify the selected PHI and
anonymize them.!""! Philter is semi-automated anonymization
tool that uses regular expression, blacklist, and whitelist
matching as well as part of speech tagging to detect and
anonymize the predefined PHL!" Regular expression is a
coding tool that uses a structured pattern of characters to
detect a specific sequence in text, allowing computers to find
patterns of numbers or words within unstructured text.

The selection criteria were based on accessibility and
customization. Both tools are open-source and allowed
customization of protected health identifiers (PHI) categories
and regular expression patterns. The customizability of the
tools allows for identification of relevant text, enabling their
configuration to adapt to neurosurgical unstructured clinical
text in the United Kingdom.

Anonymization

Both anonymization tools were initialized and configured to
detect a total of 7 PHI selected based on the General Data
Protection Regulation.” The PHI and detection methods are
listed in Table 1.

Statistical analysis

Each original document was screened to manually identify
PHI and extract the ground truth. The ground truth was used
as comparator to evaluate the output of each anonymization
tool. The number of PHI identified in the ground truth
was recorded. The number of PHI correctly identified by
Presidio and Philter were recorded individually. A correctly
de-identified PHI was defined as redacted text regardless of
the label used by Presidio. The number of missed PHI was
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Table 1: PHI types and detection methods.

Location
Regular expression

UK NHS number or Hospital number
Regular expression
Medical license Regular expression

Phone number
Regular expression

Email address
Regular expression

Protected health identifiers (PHI) Anonymization technique Pattern
Presidio Philter
Person name Named entity recognition Blacklist matching Dr. John Smith
Context words Part of speech tagging Dr. Smith
Date or Time Named entity recognition Regular expression Dd/mm/yy
Context words Dd/mm/yyyy
Dd month yy
Dd month yyyy

Named entity recognition

Named entity recognition

Named entity recognition

Named entity recognition

Regular expression
Blacklist matching

Regular Expression 123 321 1234

Regular expression 1234567

Regular expression +44 7123456789
(+44) 7123456789
07123456789

Regular expression John.smith@hotmail.co.uk

NHS: National health service

calculated based on these two values for each tool. Missed
PHI was defined as PHI that was completely missed. Text that
was incompletely redacted was evaluated by three researchers
who determined whether it should be counted as correctly de-
identified or missed based on contextual analysis. In addition,
misidentified text — text which was incorrectly labeled as a PHI
— was recorded for each tool. This data was used in statistical
analysis conducted on python. Both techniques were evaluated
through four performance metrics. These include accuracy,
recall, precision, and F1 score. Accuracy was defined as the
median number of words correctly excluded as non-PHI by
each tool providing a true analysis of accuracy and omitting
the compounding error rate of anonymization tools

Medianwords per document
—Median PHI correctly identified

Medianwords per document

Accuracy =

Recall was defined as the ratio of correctly identified PHI
(true positive rate):

Correctly identified
Correctly identified + Missed

Recall =

Precision was defined as the ratio of correctly identified PHI
from all the words identified:

Correctly identified
Correctly identified + Misidentified

Precision =

F1-score was defined as the harmonic mean of precision and
recall:

FlScore = 2 Precisionx Recall

Precision + Recall

RESULTS
Document characteristics

Four types of documents were analyzed by each tool.
Description and frequency of document types are listed
in Table 2. Clinical notes comprised much of our sample
accounting for 45% of documents. The total number of PHI
identified in the original documents was 1449 [Table 3]. Our
dataset primarily consisted of PHI in the category date and
time (48.2%) and person name (44.1%). Location accounted
for 6.6% of the PHI, while medical license, phone number,
and NHS number collectively contributed <1%. There were
no occurrences of email address in our dataset.

Anonymization

Manual extraction of the ground truth identified a total of
1449 PHI, with a median of 8 per document. Both Presidio
and Philter correctly identified a median of 6 PHI per
document demonstrating an accuracy of 96% and an error
rate of 4% each [Table 4]. Presidio achieved a recall 0.74,
precision of 0.51, and an F1 score of 0.60. In comparison,
Philter exhibited a recall of 0.79, precision of 0.35, and F1
score of 0.49 [Table 5]. In addition, Philter misidentified
a median of 10 words per document, while Presidio
misidentified a median of 5 words per document [Figure 1].
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Table 2: Documents sourced from neurosurgical notes. Table 5: Comparison of recall, precision and F1 scores for
. Presidio and Philter.
Document Description Frequency
type (%) Presidio Philter
Admission  Document at admission. Includes 19 (9) Recall 0.74 0.79
Clerking patient presenting complaint, Precision 0.51 0.35
med}cal hllstor.y, examllna‘uon, F1 Score 0.60 0.49
and investigation findings and . -
management plan. F1 score: The harmonic mean of precision and recall.
Operation A summary of the surgical procedure 47 (23)
Note performed. Includes techniques used, 0
instruments used, complications if I
any and postoperative management. E 8
Clinical A document created during inpatient 90 (45) § s
Note care. Includes assessments and &
changes in care plan. é 4
Discharge Document at discharge. Provides a 46 (23) g 2
Summary  summary of patients’ hospitalization. E .
Includes initial complaint, diagnosis, Presidio Philter
management plan during admission, Tool

and instructions after discharge.

Table 3: Frequency of PHI in the ground truth.

PHI category Frequency in the ground truth n (%)
Person 639 (44.1)

Date or time 699 (48.2)

Location 96 (6.6)

Medical license 9(0.6)

Phone number 5(0.4)

NHS number 1(0.1)

Email address 0(0)

Total 1449 (100)

NHS: National health service, PHI: Protected health identifiers.

Table 4: Comparison of anonymization performance for Presidio
and Philter.

Ground truth  Presidio Philter
Total PHI (median) 1449 (8) - -
PHI correctly - 1067 (6) 1145 (6)
identified (median)
PHI missed - 382 304
Accuracy - 96% 96%

PHI: Protected health identifiers.

DISCUSSION

This is the first ever study to our knowledge that has analyzed
the efficacy of two different anonymization techniques
on UK-based neurosurgical unstructured clinical text.
We observed a total number of 1449 PHIs across 200
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Figure 1: Bar chart comparing the average number of misidentified
PHI between Presidio and Philter.

documents, 48% of which were dates and times. About 44%
of the manually identified PHI were Person names including
mostly surgeon names. The least occurring PHI was medical
license, phone number, NHS number, and email address
which reflect that a certain level of anonymity is maintained
in unstructured text, particularly because this information is
recorded in structured columns on the EPR system.

Both tools showed an accuracy of 96% in identifying PHI.
This represents the number of words correctly identified as
non-PHI by both tools, demonstrating their effectiveness in
distinguishing between PHI and non-PHI words.

Presidio achieved a recall of 0.74. However, its precision was
limited to 0.51, indicating that nearly half of the words it
classified as PHI were non-PHI. This suggests a higher rate of
false positives, which could lead to unnecessary redactions,
potentially reducing context and affecting the usability of the
de-identified data for research purposes.

Similarly, Philter demonstrated a recall of 0.79, indicating
slightly better PHI detection than Presidio. However, its
precision was lower at 0.35, meaning that a significant
proportion of its identified PHI words were non-PHI.
Figure 1 further illustrates this, showing that Philter
misidentified nearly twice as many words as Presidio. This
reduced precision may be attributed to Philter’s reliance
on rule-based approaches such as regular expressions,
whitelists, and blacklists rather than machine learning
techniques.'*"! As a result, Philter was prone to unnecessary
de-identification, particularly with misspelled words,
abbreviations, or instances where sentences lacked proper
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spacing.”?  Without recognizing word boundaries
effectively, Philter often misinterpreted multiple words as
a single entity that did not match its whitelist, leading to
excessive redactions. This can be attributed to Philter’s lack of
deep learning and context awareness. %!

In contrast, Presidio occasionally demonstrated the ability to
recognize words despite minor errors in spelling or spacing,
reducing unnecessary de-identification. This suggests that
Presidio may offer a more contextually aware approach
compared to Philter, which relies strictly on predefined
rules.>1

When tested on Australian-based documents, Presidio
achieved a recall of 0.81 and an FI score of 0.85,
demonstrating significantly better performance compared
to our findings. This difference may be attributed to
the preprocessing of documents using optical character
recognition (OCR) with Python’s Pytesseract library, which
likely standardized the text and corrected potential errors
before de-identification.” Across the literature, Presidio has
demonstrated similar performance, with reported precision
ranging from 0.76 to 0.88.01>7101

Philter, on the other hand, was originally tested during
its development at the University of California, where it
achieved an impressive recall of approximately 99% across
two individual datasets.' However, its precision has
remained consistently low, with most studies reporting a
precision of <0.4.[12]

Despite these reported performances, neither tool has been
evaluated within a neurosurgical UK setting. While fine-
tuning these tools has been shown to enhance precision and
recall, UK medical documents exhibit significant variations
in PHI formatting, which both Presidio and Philter struggle
to handle.®” One key limitation is that both tools are
primarily trained on US-based datasets, making them less
effective for UK-specific PHI patterns. Therefore, UK-based
datasets require localized de-identification models tailored to
country-specific document structures.

Future de-identification strategies should focus on integrating
large language models (LLMs) to preprocess text, correct
misspellings, and accurately recognize medical abbreviations
and terms.”) Combining these advanced models with rule-
based approaches could create a hybrid de-identification tool
with maximized precision and recall, making it more reliable
for both clinical, research, and administrative applications.

Limitations

This study has several limitations. First, it is a single-center
study, which may limit the generalizability of the findings.
In addition, the documents used were not pre-processed
or standardized before de-identification, which may have

contributed to inconsistencies in performance. Finally, there
has been no external validation of these tools, highlighting
the need for further multi-center evaluations to assess their
effectiveness in diverse clinical environments.

CONCLUSION

Although formatting variations between texts limited
the performance of both tools. The use of automated
anonymization tools has proven to be a feasible de-
identification method. Further research is required to
optimize the tools’ output and assess the reliability in de-
identifying diverse and previously unseen clinical text, thus
allowing the use of unstructured clinical text in medical
research.
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